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1
Decision/action requested

Inclusion of the following pCR to 33.815
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

[1]
3GPP TR 33.815 Study on Security Aspects of PARLOS
[2]
US Code of Federal Regulations: https://www.ecfr.gov/cgi-bin/text-idx?SID=eeaee6331cff7c778dfca7d49bac4c2a&mc=true&node=se47.2.20_112&rgn=div8 section (c)

[3]
3GPP TR 22.820 Study on Provision of Access to Restricted Local Operator Services by Unauthenticated UEs

3
Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

Authentication of the network has been a feature in 3GPP networks since UMTS, preventing against active man in the middle attacks, as networks able to complete authentication are authorized. 

In EPS, network authentication is achieved within the AKA protocol. The AKA protocol requires an active USIM in the participating terminal. 

The requirement on manual roaming [2] referred to by TR22.820 [3] states:
(c)
Manual roaming. Each carrier subject to paragraph (a)(1) of this section must provide mobile radio service upon request *to all subscribers in good standing to the services of any carrier subject to paragraph (a)(1)* [emphasis added] of this section, including roamers, while such subscribers are located within any portion of the licensee's licensed service area where facilities have been constructed and service to subscribers has commenced, if such subscribers are using mobile equipment that is technically compatible with the licensee's base stations. 
Therefore, it can be assumed that all subscribers that have to be served by manual roaming have an active USIM. Therefore, this active USIM could be used for authentication of the network.
4
Detailed proposal

++++++++++++++++++++++ Begin Change ++++++++++++++++++++
6.X
Key Issue #X: User Awareness of Lack of Security in PARLOS

6.X.1
Key issue details

When a user currently initiates a call in a 4G or 5G network, it is clear that the serving network was authorized be the home network. However, if network authorization were to be skipped, it could enable unauthorized networks to provide service to the user. This enables the unauthorized network to become a man in the middle to any service that is being offered. 
Setting up an unauthorized network would be as difficult or easy as setting up a fake base station with a network in a box that broadcasts the ability to perform PARLOS calls, and ensuring that the victims can't attach to a real network. This attack wouldn't be limited to the regions that require manual roaming, but could be performed anywhere.

There are two different ways of setting of security requirements that can mitigate the attack:

-
Either all users in the world are educated of the danger of performing a PARLOS call, and there is a globally unique way for the user to unambiguously indicate to the UE his or her consent to making a PARLOS call, or

-
Only authorized networks are allowed to complete PARLOS calls. 

Of the above, the former seems impossible to achieve, while the latter seems to be more feasible. 
6.X.2
Potential Security threats

An unauthorized network could exploit its man in the middle position:

-
If the user is not aware of the fact that he or she is making a PARLOS call, or not aware of the security implications, the man in the middle could complete the call and has access to the complete communication.

-
If the man in the middle is operating where the user expects to be making a manual roaming call, the man in the middle could collect payment information and other information from users.  
6.X.3
Potential security requirements

Only authorized networks shall be allowed to complete PARLOS calls. 

6.X.4
Potential architectural requirements

The authorization mechanism should reuse the current authentication infrastructure.

+++++++++++++++++++++++ End Changes ++++++++++++++++++++
